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CADRE-Cambridge
Privacy Notice

This document has last been updated in [September 2026]. 
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[bookmark: _Toc201082672]Introduction
Under data protection laws, we are required to provide you with certain information about who we are, how we process your personal data and for what purposes, and your rights in relation to your personal data. This information is provided in this notice, and it is important that you read that information. 
CADRE-Cambridge (“Child and Adolescent Data Resource”) is a research database for child and adolescent health. It has been created to and improve care directly within integrated pathways across the Cambridgeshire and Peterborough region. This research database will enable a range of important research activities relating to children’s health and wellbeing. The applications are wide, including health services research, epidemiological studies, to research into new ways to identify disease early and treat it more effectively, e.g., with the use of machine learning.  
This Privacy Notice covers CADRE-Cambridge and has been drafted on behalf of all Data Controllers involved which are listed in section 2.2. Any references to “we” or “our” relate to the Data Controllers represented in the CADRE-Cambridge Programme. 

1. [bookmark: _Toc201082673]Our contact details 
1.1. The contact details set out below are the primary point of contact for the CADRE-Cambridge Programme. We encourage you to use these details to submit any questions, requests or to exercise your data protection rights in relation to CADRE. Where your request relates to a specific data provider, we may liaise with or direct your requests to the relevant provider, whose contact details are available in their respective privacy notices linked later in this privacy notice.
1.2. For a list of our Data Controllers and their contact information, please see section 2.2 of this Privacy Notice.
	Name
	CADRE-Cambridge Secure Data Environment

	Address
	The CADRE Research Database Manager, Windsor Research Unit, Fulbourn Hospital, Cambridge Road, Fulbourn, Cambridge CB21 5EF

	Email
	cadre@cpft.nhs.uk  

	Link for information
	https://cadre.org.uk/ 


2. [bookmark: _Toc201082674]What personal information we collect and where we obtain data from

2.1. We collect and use different kinds of information regarding the health and care of young people and adults in Cambridgeshire and Peterborough as follows:

· Demographic information;
· Information about health/mental health diagnoses;
· Safeguarding information;
· Information about young people’s contact with the relevant services (e.g. referral and discharge dates, tests carried out, psychological outcomes);
· Prescribing information;
· Pathology reports;
· Clinical details; 
· Educational data (e.g. attendance, attainment, exclusion); 
· Information on relevant clinicians who were involved in the health care treatment; and
· Information about care plans, assessments and discharge summaries.

2.2. Many services routinely collect data about young people. However, this data is stored separately making it difficult for researchers to use the information in a helpful way. To help researchers understand the mental health issues affecting young people, this data needs to be linked in one place. This information is provided to us by health, education and social care services within Cambridgeshire and Peterborough:

· Cambridgeshire & Peterborough NHS Foundation Trust (CPFT):  https://www.cpft.nhs.uk/privacy-policy/ 
· East of England Community Health and Care NHS Trust (EEC): https://www.eastofenglandcommunityhealthandcare.nhs.uk/privacy-notice/ 
· Cambridgeshire County Council (CCC): https://www.cambridgeshire.gov.uk/council/data-protection-and-foi/information-and-data-sharing/privacy-statement/privacy-notice 

2.3. The services listed above already routinely collect and store the information they provide to us and they are considered the Data Controllers for the purpose of CADRE-Cambridge.

2.4. We collect special categories of personal data about your health. For example, the services know if a young person has a substance misuse problem or has disclosed abuse.

2.5. However, all the information we collect is pseudonymised before being transferred into the CADRE-Cambridge database using the Clinical Records Anonymisation and Text Extraction (“CRATE”) open-source software system. This means that we remove any details which could be used to link the information back to a specific young person (e.g., names or addresses). This ensures that when we show the data to researchers, they are not able to identify anyone. However, only our selected system administrators who work with our data providers will be enabled to link the pseudonymised data back to an individual when it is necessary to comply with your data subject rights requests. For example, if you ask us to delete your data, our system administrators will be able to action this.
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2.7. You have the right to request that your pseudonymised data is not entered into the CADRE database and/or removed from it if it is already there.
3. [bookmark: _Toc201082675]Why we use personal information and who we share it with 

3.1. We use the personal information we collect to maintain a research database about the health of young people in Cambridgeshire and Peterborough. The research database is called “CADRE-Cambridge”. 

3.2. In recent years, more young people have been suffering from health conditions, including mental health. If combined, information from health, education and social care services could help to diagnose and treat these conditions at an early stage. However, in the past, this has not been possible, because the information has been kept separate. We built CADRE-Cambridge to address this issue.

3.3. CADRE-Cambridge links information from services across Cambridgeshire and Peterborough in a safe and secure way. This provides a more complete picture of young people’s health in the region, which researchers can use to carry out research.

3.4. To allow this research to happen, the data contained in CADRE-Cambridge will be made available only to authorised third-party researchers on a limited access basis:

· The information shared is pseudonymised so researchers cannot link it back to a specific young person.
· If researchers want to access any information in CADRE-Cambridge, they must submit a request to a committee (made up of experts in the relevant research area, healthcare professionals, youth representatives and members of the public). The committee will then review it and decide whether the request should be approved. 
· Security checks for the authorised researchers will be required, including the completion of IG training and the implementation of confidentiality agreements.
· The researcher will only be given access to the information necessary to complete their research and will not be able to copy, transfer or otherwise extract the data from the CADRE-Cambridge database.

3.5. CADRE will also enable researchers to carry out federated analytics between data environments in different regions. This means they can link data from Cambridge with data environments from other regions (e.g. Birmingham) and carry out research across a larger sample.

3.6. Federated analytics makes research relevant to a wider group of people without data relating to individuals leaving the secure data environment it is stored in. Federated analytics as described above can only take place between organisations included within the CADRE Federated Analytics Network, which means they must maintain the same level of security.  

3.7. You will be contacted for your consent to be informed about research you are eligible to participate in. 

3.8. This is because the intention is for researchers to be able to use CADRE to contact individuals who meet the inclusion criteria for specific direct participatory research studies (e.g., interview studies, neuroimaging studies, biomarker studies, clinical trials). 

3.9. Researchers can request to contact individuals who match their inclusion criteria, but only individuals who have explicitly consented to being contacted for this purpose are made known to the researcher, otherwise they remain pseudonymised.  
4. [bookmark: _Toc201082676]Our lawful bases

4.1. Under data protection law, we need a lawful basis to process personal information. The lawful basis we rely on is:

· Article 6(1)(a) - We will rely on consent only for the researcher to contact patients for their participation in research studies. Consent will not be used for the establishment of the CADRE-Cambridge database.
· Article 6(1)(e) - We need the information to perform a task in the public interest.

4.2. Some of the information we process is “special category” information, which means it is particularly sensitive. Under data protection law, we need a further lawful basis to process this kind of information. The lawful bases we rely on are:

· Article 9(2)(a) - We will rely on explicit consent only for the researcher to contact patients for their participation in research studies. Explicit consent will not be used for the establishment of the CADRE-Cambridge database.
· Article 9(2)(i) - We need the information for public health reasons.
· Article 9(2)(j) - We need the information for scientific research.

5. [bookmark: _Toc201082677]How we store and keep personal data safe

5.1. The information we collect is pseudonymised at source. Meaning all the identifiers like your name and contact details are removed from the data before it is stored in the Secure Data Environment (“SDE”). 

5.2. An SDE is a purpose-built environment which has robust physical and cyber security measures in place to ensure that the information is kept safe and secure.

5.3. CADRE combines existing technologies to enable the federation of data across organisations within the Cambridgeshire and Peterborough region and subsequently the federation of that data from other regions. These technology partners are processors of the data:   

· Cambridgeshire and Peterborough NHS Foundation Trust;
· UK Secure eResearch Platform (UK SeRP) (underlying infrastructure for the SDE) 
· CRATE (pseudonymisation tooling so that raw data can be pseudonymised at source before transfer into the SDE)
· InterMine (open-source data warehouse system facilitating the building of databases with complex data integration requirements);   
· Bitfount (software enabling privacy-preserving federated analytics).

5.4. Your data never leaves the SDE unless you choose to opt-out (please see section 7 below) and re-identification for the purposes of recruitment and recalls only ever takes place where you have previously provided your consent.  

5.5. We will retain your information for a period of five years, in accordance with relevant approvals that were obtained for CADRE-Cambridge purposes. After this period, the retention will be reviewed, and an extension may be requested if necessary and justified. When the information is no longer needed, we ensure that it is deleted securely.
6. [bookmark: _Toc201082678]Your data protection rights

6.1. You have rights under data protection law, including:

· Your right of access - You have the right to ask us for copies of your personal information. 
· Your right to rectification - You have the right to ask us to rectify personal information you think is inaccurate. You also have the right to ask us to complete information you think is incomplete. 
· Your right to erasure - You have the right to ask us to erase your personal information in certain circumstances. 
· Your right to restriction of processing - You have the right to ask us to restrict the processing of your personal information in certain circumstances. 
· Your right to object to processing - You have the the right to object to the processing of your personal information in certain circumstances.

6.2. You do not need to pay to exercise these rights. 

6.3. If you make a request, we have one month to respond to you.

6.4. Please contact us using the contact details in Section 1 if you would like to make a request.

7. [bookmark: _Toc201082679]Common Law Duty of Confidentiality 
7.1. The personal data that we collect from you is information that you shared with your healthcare practitioner in the expectation that in doing so they would keep this information confidential. Therefore, the common law duty of confidentiality applies to the personal data that we keep in CADRE. 

7.2. CADRE as a database was reviewed by the Confidentiality Advisory Group (CAG).  The Health Research Authority has approved CADRE following advice from CAG under section 251 of the NHS Act 2006. This ensures that we have satisfied the common law duty of confidentiality regarding the use of health and social care data.  
8. [bookmark: _Toc201082680]How to opt-out 
8.1. You have the right to request the National Data Opt-Out to apply. The National Data Opt-Out allows you to choose in specified circumstances if data from your health records is shared for healthcare research and planning. In this case, NHS England will ensure that your local healthcare provider will not send your personal data to any third organisations for research purposes, including CADRE. For more information about the National Data Opt-Out, please check: https://digital.nhs.uk/services/national-data-opt-out. 

8.2. You can also request for your personal data to be removed and/or not included in the CADRE database via contacting cadre@cpft.nhs.uk or via completing the opt-out form available on the CADRE website. In this instance, the CADRE team will ensure that your personal data is not included in the CADRE database by liaising with the relevant local providers to reflect your choice on your records.

8.3. Opting out of your data being shared for research purposes is your choice, and it will in no way affect the care you or your family receive. 

9. [bookmark: _Toc201082681]How to complain

9.1. If you have any concerns about our use of your personal information, you can make a complaint to us using the contact details in Section 1.

9.2. If you want to know the contact details of our Data Protection Officers, please see our general privacy notice which you can find under these links:

· [Insert link to data provider privacy notice]
· [Insert link to data provider privacy notice]
· [Insert link to data provider privacy notice]

9.3. You can also complain to the Information Commissioner’s Office (“ICO”) if you are unhappy with how we have used your data.

	Name
	ICO

	Address
	Information Commissioner’s Office
Wycliffe House
Water Lane
Wilmslow
Cheshire
SK9 5AF


	Phone number
	0303 123 1113

	Website
	https://www.ico.org.uk
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